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 Clarify origin of CMDB concept and what it is

» Understand difference and equivalence between CMDB
and Asset Management

« Review Principal Configuration Management Activities

* Key Success Factors




Where does it come from?

COBIT and ITIL have raised the need for
a unique referential in the IT organization
to enable decisions at all levels.

Complementary, they provide a
complete vision of the Configuration
Management Challenge:

v'COBIT focuses on Controls
ITIL® Service Support

IIL® an OGC Trademark vITIL focuses on processes/activities
3




IT GOWVERMAMCE

Bl 1 moniior tha pro s

AZ asscos Internal coninol ackeuacy
IS cbiain Incspss ndent o rarcs
Fld prowide for brec e peend ert @il

deling o Arakeglic IT plan

dafing the Irformeation arch sciors

dainnming the e hnolog ool dirgciksn

defins tha IT crganization and relallonships
manage tha IT invcsmant

COomImUnicale marnasgemeant almes and dirgcion
manage NUman resounces

SN G Com Pl wiilh coulernal recpirameasnts
Anses risks

Lt b B S e e e B

manage qualicy

[y | define and mManocs e i ko b
52 manage Thindpany servlces
L3 manage Prformancs and capsciy
L5 e cortinuous syl cs
=5 AN & TGS e iy
Crss idantl O 3OS
E] raln

asiol ond adwiss oLEhoTTeeT 5 Identilny Slacamende-d sodutlon s
CE9 manage the confguration aoquirs ard malntaln applcotiom 5offsars
CE10 manage prookems and imcidemis aoquire ard mainiain Echreclogy InfrasErucior e
L5111 manage daoka A p ared meSintaln oo s ures
512 manage Taclli ke sl and ooored it Syismis
CS1E manage opssrothoms manage chanoges




ﬁ
-_-“'-

Technology = Conmectioms - Results

* A Unique Reference point containing Configuration Items,
referencing physical items such as Server, Software Master
CDs, Paper or Electronic Documents...

* A configuration item is a record comprising:
Status: define the current state of the item

Traces: list item history i.e. all modification applied on the record such as
record creation, status change, owner assignation, ...

Attributes: attributes that qualify the physical object such as name, serial
number, memory, CPU, version, ...

Relations: valuable relations with other Cis such as parent/child, is
installed on, is based on, utilize, refer to, owned by ...




Configuration Management, Cl and ﬁ'
CMDB 1 A
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* Configuration Management is the process that covers the
identification, recording, and reporting of IT components,
Including their versions, constituent components and
relationships.

« Configuration Item (Cl) is an identified and controlled
resource of the IT Infrastructure

« Configuration Management Database (CMDB) is the
underlying referential that contains all relevant details of each
Cl and details of the important relationships between Cls




Change and Configuration Y
Management

 The Configuration Management process ensures that
all details about the IT infrastructure components are
accurately stored and updated in the Configuration
Management Database (CMDB).

« The Change Management process is a standard
method for implementing Changes while minimizing the
Introduction of Change-related Incidents in the
Infrastructure and IT services.




Configuration vs Asset 4 ’#
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anagement SHARE
Technology = Conmectioms - Results
Focus on Business Technical Infrastructure
Objectives Enable Decisions Inventory Technical Equipment
Resource Managed | Service, Hardware, Hardware and Software
Software, Document, Information
Security, Financial, Service
Support, Procedure,
Project..
Traces Detailed Limited
j Attributes Reduce to Strict Minimum Very Detailed and Large
Relationships Logical, Extended and Flexible | Technical and Basic
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Configuration/Asset Management Differences

Service Configuration
. Management
Oriented
/\
: \\/
Finance Financial
i A t
Oriented SS€
Management
\K/
Technology o
Oriented Management

Status

Objective: Enable Decisions

Contains: Business, Service, Hardware, Software,
Document, Organizational, Security, Financial, Service
Support, ... information

Traces: History of change on status, attributes & relations
Attributes : Reduced to strict minimum
Relation: Extended and flexible

Objective: Optimize equipment costs & life cycle

Contains: Contract, Organizational, Accommodation,
Hardware & Software information

Traces: History of change on status, attributes & relations
Attributes : Focus on financial data
Relation: Mainly contract related

Objective: inventory technical equipment

Contains: Hardware and Software information

Traces: none

Attributes : very detailed and large

Relation: basic ones — « Software installed on Hardware »
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Configuration/Asset Management Equivalences

Business Configuration

Processes Management /\
Business Oriented Attributes

& detailed Relations
Service support

IT Processes

Basic HW/SW
Attributes &
Relations

Financial &

contract
Data

Financial Asset
Management

Detailed
Technical
Data

& Procedures

Asset

N

Management

— Come From
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CMDB Federates IT Information

CMBD Users

CMEBD




CMDB Structure

Is Installed on




CMDB and Change Management

* Provides a clear, accurate picture .\
. A

Configuration Items and their relationships_i

Impact Analysis

Minimize or prevent service disruptions

70% of Incidents are attributed to unplanned Changes
Gartner




Where to Start with a CMDB??

“Top Down” rather than
“Bottom Up”

 Top Down
Focus on critical IT services

Q@ P IT services that fall under
B 2ows) Change Management
D ALL oF ) .
THE ABOUE Tactical process driven
@ NONE oF : :
THE ABOUE approach — quick wins

 Bottom Up

Bottom up approach can be
too granular, far reaching
and take years to implement
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Why a CMDB? AR

echnology = Conmectio

=i

Rasutts

* IT people have to make decisions on a day-to-day basis; the efficiency
of their decision is based on the quality of the information they have to
base that decision upon.

« Empowering decision means providing access to an accurate logical
model of the infrastructure or a service.

* Improve IT Quality of Service and Process Maturity

* Required to:
Estimate Business Impact
Optimize cost control
Define priorities
Analyze change impacts
Do risk-analysis
Y, Understand relations between items
Execute Avalability and Capacity
Investigate on root cause incidents
Enable Continuous improvement

15
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Who needs a CMDB? R

Technology = Conmectioms - Results

* Most in the IT Service Management organization, eg:
The incident manager to prioritize and diagnose incidents
Problem manager to investigate root cause
Change Manager to estimate impact and risk
Release Manager to design, build and configure releases

Service Level Manager to estimate business and IT impact of a new or
changed SLA

Availability Manager to identify Single Point Of Failure or Component
Failure Impact Assessment

Capacity Manager for modeling

Financial management to identify cost center and define service oriented
budgets

Continuity Manager to design continuity strategy
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Who needs a CMDB? AR

echnology = Conmectioms - Results
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* And others
Executive management to make strategic decisions
Senior Management to prioritize continuous improvement priorities
Contract Management to qualify contract optimization
Quality Management to monitor process adoption
External Providers to follow infrastructure changes
Application Management to analyze evolution requests
Application Management to ensure efficient application maintenance

Security Management to investigate on possible security failures and run
risk analyses

Audit Team to run assessment
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Who maintains a CMDB?
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« At least Configuration, Change and Release Managers
must be involved to ensure reliability of the information
stored in the CMDB.

 Directly or indirectly every person responsible for a set of
Information contained in the CMDB.
All Service Managers
Infrastructure Management
Application Management
Contract Management
Human Resource

Finance




Example of Activities r'i"
Driving CMDB Updates =

» Asset Status Change

* Recording of Request, Incident, Problem, Change and Release
iInformation

* IT Inventory for Hardware and Software

* New Software Component in the Definitive Software Library
* New Service Level Agreement

* New Provider Contract

» QOrganizational change

* New Vital Business Function

* New Design and Test documents

* New continuity procedure
19



How to implement a CMDB?
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« A CMDB usually starts small and grow progressively

« Key activities to implement & manage a CMDB are:

Plan

|dentify

Control

Status Accounting
Verification & Audit

« Keep It Simple & Straightforward (KISS)

20



Principal Plan Activities

* Define a strategy (where do we want to be?)
Clearly define who will use the CMDB
Understand required by CMDB Users to make decisions
Line-up expected benefits
Estimate associated costs
Evaluate Critical Success Factors

« Compare with Actual situation (where are we?)

« Define required human, organization & technical interfaces
(How to get there)

» Consider logistical aspects (project team, budget, ...)

* Deliver a Configuration Management Plan
Roles et responsibilities
High Level CMDB Design
Procedures and rules

« Communicate plan
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Principal Identification Activities

« Agree on Configuration Item Types (classes) the CMDB
will contain

* Define CMDB Structure and Level (depth)

« |dentify Configuration Items and associated life cycle
(where does life start? Procurement, Change, Release, ICT, ...)

* Define name convention

 List agreed relations

» Define reconciliation rules and loads strategy
« Select and implement CMDB Tools

* Collect and load Data

* Initialize relations

22



Configuration Item Type

* Primary:
Hardware
Software
Documents

« Secondary:

Procedures
Organization Chart
People

SLA

Localization
Contracts
Incidents

Problems

Release

Change Managment
Reports




Structure and CI Level (Example 1) --p-’l

Application 2

| Application 3 I
24

The lowest level a ClI
Is uniquely identifiable

Module 1



Structure and CI Level (Example 2) --»’l'

Site A Site B
Mainframe WAN (W) m
Al Bl
Floor LAN (AFI) . Floor LAN (FI)
Inter-floor Inter-floor
LAN (AL) LAN (BL)
Floor LAN (AF2) l Floor LAN (F2)




¢ Structure and CI Level (Example 3)

o * Mainframe Al ol |
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Principal Control Activities
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 Record new Cls
« Update CI

* Protect and ensure information reliability, confidentiality
Integrity and accessibility

 Control licenses

» Periodic and automatic load

« Backup and Archive




Principal Status Accounting Activities SHARE

« Manage ClI life cycles
* Ensure history and traces

 Baseline

« Look after Cls, Problems, Changes, etc.




Principal Verification and Audit ActivitieS guaRE

Version and Changes

Ensure Consistency

Detect deviations

Audits

Verify CMDB Tools conformance




Close Relationship with Change & Release Processes

Change Management Releate Management Configuration Management
Request for Change Reports and Configuration
Register ard alocate i awdit te check -
RFL number envirorment
Assess
Anatyse impact, broker _ Reporss on Cls, areas |
agreement where assessors | and parties impacted |
differ
Approved Change |- Update CM records |-

v

Implement Change RENE Basefine, release
This will involve pre-release Release and distribute new software from DS and
westing where software | | , versions of scftware and |

: : update DSL and (M
changes are required hardware with documentation e

Post implementation
Review
Has change met orginators
expeciations

&

Close Change

G 30

A
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(MDB
Definitive Software Library

Check all CM records
were updated

A
¥




Key Success Factors

* Understand CMDB User requirements

* A ClI Level adapted and simple

« Strong integration with other processes

« Automate as much as possible to minimize bureaucratic activities
* Robust Communication Plan

« Strong Support from Executive and Senior Management

» Have clear roles and responsibilities

* Realistic Forward Schedule
* Flexible CMDB Tool
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